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Firewall rule Application

Firewall changes

1. From the “PC” go to - Control Panel\System and Security\Windows
Defender Firewall

Click advanced settings (on the left side). The Windows
Firewall and Advanced Security screen appears.

ﬁ Windews Defender Firgwall

“ "T‘Ii" » Contrel Panel » Systern and Secunty » Windows Defender Firewall I

Help protect your PC with Windows Defender Firewall

Contral Panel Home

Windews Defender Firewall can help prevent hackers of malicious seftware fram gaining access ba yaur PiC

Allewr an app of feature throwgh the Internet or a nebwork.
thraugh Windows Defender
Fireswall . N .
l g Private networks Connected
!;‘ C h.&r'.gr nictification ';crrings
' Turn Windows Defender Metworks at home or work where you know and trust the pecple and devices on the network
Firewvall an ar aff
E Restare defaults ‘Windows Defender Furewall state: On
& Bdvanced settings I Incoming connections: Elock all cannections to apps that are not on the st
of allowed apps
Traubleshioot my netwark .
: Active private nebworks: £ dolphineyesG
Motification state Motify me when Windows Defender Firewall blaocks &
NEW 3PP
l a Guest or public networks Connected

Metwarks in public places such as sirports or colfee shops

Windows Defender Firewall state: On

Inceming connections: Eleck all connections to apps that are not on the list
of allowed apps

Active public networks: Mone

2. Click “Inbound Rules”.
(On the left side, under windows firewall ...” Inbound Rules”)

3. Click “New Rule”. The New inbound Rule Wizard appears.
(On the right side, under Inbound rules ...”New Inbound Rules”)
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Firewall rule Application

EEEEE

T Name Group . Profile Enabled Action ™ I.nbnund Rules -
P Connection Security Rules L | UDP PORT 5984 i MewRule... I

3 Lﬂ Monitaring @{Microsoft. AAD.BrokerPlugin_1000.171... @{Microsoft.AAD BrokerPlu.. Domai.. Yes Allow S Filter by Profile »
@{Microsoft.MicrosoftEdge_42.17134.1.0...  @{Microsoft.MicrosoftEdge.. Domai..  Ves Allow )
@{Microsoft.MicrosoftEdge 42.17134.1.0...  @{Microsoft.MicrosoftEdge.. Domai.. Ves Allow W Filter by State »
@{Microsoft.MicrosoftEdge_42.17134,1.0... @{Microsoft.MicrosoftEdge.. Domai.. Yes Allow ST Filter by Group 4
@{Microsoft.PPIPrejection_10.0.17134.1_... @{Microsoft.PPIProjection_..  All Ves Allow View »
@{Microsoft.PPIProjection_10.0.17134.1_... @{Microsoft.PPIProjection_...  Public Yes Allow
@{Microsoft. Windows.CloudExperience...  @{Microsoft Windows.Cleu... Domai.. Yes Allow G} Refresh
@{Microsoft. Windows.CloudExperience.. @{Microsoft Windows.Clou... Domai.. Yes Allow |z Export List...
@{Microsoft. Windows.CloudExperience..  @{MicrosoftWindows.Cleu... Domai..  Yes Allow E Help
@{Microsoft. Windows.CloudExperience...  @{Microsoft Windows.Cleu...  Domai.. Yes Allow
@{Microsoft. Windows.CloudExperience.. @{Microsoft Windows.Clou... Domai.. Yes Allow UDP PORT 5984 -
@{Microsoft.Windows.CloudExperience..  @{Microsoft.Windows.Clou.. Domai..  Yes Allow # Disable Rule
@{Microsoft. Windows.CloudExperience..  @{Microsoft Windows.Cleu... Domai..  Yes Allow ‘g' Cut
@{Microsoft.Windows.Cortana_1.10.7.17... @{Microsoft Windows.Cort... Domai.. Yes Allow -
@{Microsoft.Windows.Cortana_1.10.7.17... @{Microsoft.Windows.Cort.. Domai.. Yes Allow Fz Copy
@FirewallAPL.dIl,-80201 @FirewallAPI.dll,-80200 All Yes Allow K Delete
@FirewallAP1.dI|,-80206 @FirewallAPI.dll,-80200 All Yes Allow [E] Properties
iTunes {7BE1CDE2-49E3-476E-B926-... All Yes Allow B Her
iTunes {7BE1CDEE-49E3-476E-B926-... All Yes Allow
iTunes {7BE1CDE8-49E3-4T6E-B926-... All Yes Allow
iTunes {7BE1CDA8-49E3-476E-B926-... All Yes Allow
iTunes {7BE1CDE2-45E3-476E-B926-... All Yes Allow
iTunes {7BE1CD38-49E3-4T6E-B926 All Yes Allow
iTunes {7BE1CDA8-49E3-476E-B926-... All Yes Allow
Tine [78F1(CNAR-AQF2-ATAF-RADA. All Ve Allenar

4. Click on "Port" (TCP or UDP depending on the desired local
ports) and then click on "Next" button.

o "o nbound Rulewizad xpi
i35 Rule Type —
- * Sedect the type of firewall e to oeate l
F\\h
E + Pl Type What type of nde would you ke 10 create?
BB o Protocol and Pots >
@ Action " Program >
A Rufe that controls connections for a program
ofle »
@ Name * Pont »
Rule that controls connections for a TCP or UDP port,
" Predefined.
|':, unchiCache - Cortert Ratreve (Lses KTTPR) ;]
Rule that controls connections for 2 Windows expenence.
" Custom
Custom nde.
o]
— Pt [Chee> ] canel |
- .l 3 ~- e e || I 302PM
k> ‘5 (2} il ﬁ ‘ @ 2B g =
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Firewall rule Application

5. Choose either TCP or UDP and then enter the port numbers to
open (like 5984) and then click on "Next" button.

i Hew Inbound Rule Wizard 4

Protocol and Ports
Soecidy the prolocols ard ports bo which this nde applies,

Sheps:
@ Pl Type Dicas this nik= apphy to TCP or UDPT
@ Prolocol and Podt

@ Aclion ) UDP

& FProfie

@ Mame

Dices this nake apply 1o all lozal ponts or speciic local porta?

(1 Al local perts
(® Specific local posts: 524l
Examgle: 80, 443, 5000-5010

T e

6. The Action screen appears. Select “Allow the connection” and
then click on "Next" button.

] *hew inbound Rutewzand xjpixd
,1_4 Action et
- $ Speciy the action to be taken when a connection matches the condibons specified in the e |
& Win
g @ Rue Type What action should be taken when a connection matches the speciiad condiions?
B %L 4 Protoc end Pots N
& Allow the connection
@ Actn Thaa inchud that ae d with IPsec a5 well a5 those are not. »
¢ Profie »
& " Allow the connection ff it is secure
e anmhmmmmmkx.m »

”mmhmhIMMNWnuwm

" Block the connedion

o
ewd & @ 2 @ A N0
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Firewall rule Application

7. The Profile screen appears, make sure “Domain”, “Private” and

“public” should be selected and then click on "Next" button.

LW s .. inbound Rule Wizard - x|pxi
L’ Profile —
*9 Specfy the profhes for which this e apphes
(@ wn T
& Steps:
g o Nk N Vihen does tha mie 3pply? —
® % & Protocol and Pods »
@ Action ' Domain »
e Appbes when 2 = dtots doman )
o Nene ¥ Private »
Apples when & compuler is connected to & private network locaion.
¥ Public
Apples when a computer is connected 10 3 pubiic network location
Leam more abot profies
K1 -
= coack  [[Thee> | cames | [
vo B &1 2 i [ 5 R .

8. The Name screen appears. Enter a name and description for the
rule (like TCP PORT 5984).Click Finish. The rule will be added.

Mame

Shepa:

o Ful= Type

& Schion
& Profie

B Mow Inbound Rule Wizard

Speciy the name and desonption of this neke.

W Probcecod arvd Podts

Hiarre=:

| TCF PORT 5534 |

D secription: (opticnall:

opering TCP PORT 5584 Hor Couch DB

< Badk
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Firewall rule Application

Ping enabling for the inbound rule

1. From the “PC” go to - Control Panel\System and Security\Windows

Defender Firewall

Click advanced settings (on the left side). The Windows
Firewall and Advanced Security screen appears.

ﬁ' Windows Defender Firgwall

“= "I‘Ii » Cantrel Panel » System and Secunty » Windeows Defender Firewall I

Control Panel Home

Allew an app o feature
through Windows Defender
Firewall
$ C h.tr'.gc ntification -srrrin;s
E;‘ Turn Windews Defender

Firewaell an ar aff

E Restore defaults

IQ Advanced settings I

Troubleshoot my netwark

Help protect your PC with Windows Defender Firewall

Windews Defender Firewall can help prevent hackers or malicious seftware from gaining access be yaur PC
throwgh the Internet or a network.

l Q Private networks Connected
Metworks at horme or work where you know and trust the people and devices on the network

‘Windows Defender Furewall state: On

Incoming connections: Elock all connections to apps that are not on the list

of allowed apps

Active private nebworks: £ dolghineyesG

Motfication state Matify me when Windows Defender Firewall blacks =
nEW 3PP

l e Guest or public networks Connected

Metwoarks in public places such as airports or colfee shops

‘Windows Defender Firewall state: On

Inceming connections Eleck all connections to apps that are not on the list
of allowed apps

Active public networs: Mane

2. Click “Inbound Rules”.
(On the left side, under windows firewall ...” Inbound Rules”)

3. Click “New Rule”. The New inbound Rule Wizard appears.
(On the right side, under inbound rules ...”New Inbound Rules”)
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Firewall rule Application

aif=g 7 lo:!

[ =2

@ Windows Defender Firewall wit] [T e L o Actions
Name Group . Profile Enabled Action * || Inbound Rules -
utbound Rules
. Connection Security Rules L | UDP PORT 5984 Allow Mew Rule... |
B Monitaring 0 @{Microsoft.AAD.BrokerPlugin_1000.171... @{Microsoft.AAD.BrokerPlu... Domai... Allow S Filter by Profile »
@ @{Microsoft.MicrosoftEdge_42.17134.1.0...  @{Microsoft.MicrosoftEdge.. Domai.. Yes Allow )
@ @{Microsoft MicrosoftEdge 42.17134.1.0.. @{MicrosoftMicrosoftEdge.. Domai.. Yes Allow W Filter by State »
@ @{MicrosoftMicrosoftEdge 42.17134.1.0...  @{Microsoft.MicrosoftEdge.. Domai.. Yes Allow 7 Filter by Group 4
9 @{Microsoft.PPIPrejection_10.0.17134.1_... @{Microsoft.PPIProjection_..  All Yes Allow View »
9 @{Microsoft.PPIProjection_10.0.17134.1_... @{Microsoft.PPIProjection_...  Public Yes Allow S Refresh
V] @{Microsoft. Windows.CloudExperience...  @{Microsoft Windows.Cleu... Domai.. Yes Allow == res
@ @{Microsoft. Windows.CloudExperience..  @{Microsoft Windows.Clou.. Domai.. Yes Allow = ExportList...
@ @{Microsoft.Windows.CloudExperience...  @{Microsoft Windows.Clou... Domai.. Yes Allow E Help
8 @{Microsoft. Windows.CloudExperience...  @{Microsoft Windows.Cleu...  Domai.. Yes Allow
@ @{Microsoft.Windows.CloudExperience..  @{Microsoft Windows.Clou... Domai.. Yes Allow UDP PORT 5984 -
@ @{Microsoft.Windows.CloudExperience...  @{Microsoft Windows.Clou... Domai.. Yes Allow # Disable Rule
9 @{Microsoft. Windows.CloudExperience..  @{Microsoft Windows.Cleu... Domai..  Yes Allow ‘g Cut
U @{Microsoft. Windows.Cortana_1.10.7.17... @{Microsoft Windows.Cort.. Domai.. Yes Allow =
@ @{MicrosoftWindows.Cortana_1.10.7.17..  @{Microsoft Windows.Cort.. Domai.. Yes Allow =R
@ @FirewallAPI.dII,-20201 @FirewallAPLdIl,-80200 All Yes Allow x Delete
& @FirewallAP1.dIl,-20206 @FirewallAP1.dll,-80200 All Ves Allow £ Properies
& Tunes {7BE1CDB8-49E3-4T6E-BI26-...  All Yes Allow B Hep
@ iTunes {78E1CD28-49E3-476E-BO26-... All Yes Allow
@ Tunes {78E1CD88-49E3-4T6E-BI26-... All Yes Allow
@ iTunes {7BE1CDB8-49E3-476E-B926-... All Yes Allow
@ Tunes {7BE1CDBE-49E3-476E-BI26-...  All Yes Allow
@ Tunes {78E1CDa8-49E3-4T6E-BI26: All Yes Allow
@ Tunes {7BE1CD&8-49E3-4T6E-BO26-... All Yes Allow
¥ Tune [78F1(CNAR-AQF2-ATAF-RADA. All Ve Allena,
4. Select “Custom” and then click “Next”

ﬂ MNew Inbound Rule Wizard

Rule Type

Select the type of firewall rule to create.

Steps:

Rule Type I What type of rule would you like to create?
& Program
@ Protocol and Ports O Program
- Rule that controls connections for a program.

@ Scope

@ Action O Port

& Profile Rule that controls connections for a TCP or UDP port.

@ MName ) Predefined:

@Firewall AP1.dll.-80200
Rule that controls connections for a Windows experence.
(@ Custom
Custom rule.
< Back Mext > Cancel
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Firewall rule Application

5. Select “All programs” and then click “Next”

& Mew Inbound Rule Wizard *

Program

Specify the full program path and executable name of the program that this rule matches.

Steps:
@ Rule Type

& Program I

@ Protocol and Ports ® All programs
Rule applies to all connections on the computer that match other rule properties.

Does this rule apply to all programs or a specific program?

# Scope
@ Action
& Profile

() This program path:

@ N
ame Example: c:pathprogram exe

“ProgramFiles . \browser\browser exe

Services Customize...
Specify which services this rule applies to.

< Back MNext = Cancel

6. Select “Protocol Type:ICMPv4” and then click “customize”
a new popup will appear.
a. Select “Specific ICMP Types” and then “Eco Request”
b. Click ‘OK” and then click “Next”
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Firewall rule Application

Protocol and Ports

Steps:

» Rule Type
@ Program
@ Scope

@ Action

@ Profile

@ MName

Specify the protocols and ports to which this rule applies.

Customize [CMP Settings

connections:
() AllICMP types

I@ Specific ICMP types I

To which ports and protocols does this rule apply?

Apply this rule to the following Intemet Control Message Protocol (ICMP)

T Packet Too Big
Destination Unreachable

[ Protocol type: ICMPy4 ~| pource Buench
Protocol number: 15 Echo Request
Houter Advertisement
Router Solictation
Local port: All Ports Time Exceeded

Parameter Problem
Timestamp Request
Address Mask Request

Example: 80, 443, 5000-5010
Remote port: All Ports

Example: 80, 443, 5000-5010

Intemet Control Message Protocol

(ICMP) settings:

Cancel

This ICMP type:
Type: 0 | Code:
< Back Next > Cancel

7. Select “Any IP address” for both and then click “Next”

Scope
Specify the local and remote IP addresses to which this rule applies.
Steps:
& Rule Type
@ Program i resses does this rule apply to?
@ Protocol and Ports (® Any IP address
& Scope I () These IP addresses:
& Action
@ Profile
& MName
Customize the interfface types to which this rule applies: Customize. .
Which remote IP addresses does this rule apply to?
(@) Any IP address
{C) These IP addresses:
< Back Cancel
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Firewall rule Application

8. The Action screen appears. Select “Allow the connection” and
then click on "Next" button.

LG MNew Inbound Rule Wizard g]FLx-'
L Action =
.‘ Specify the action to be taken when a cti the u specied in the nue —
;\m
Steps: -
g @ Rule Type What action should be taken when a connaction matches the speciiad condiions?
BB & Protoced end Pots .
* Allow the connection
* Action Thia inchudes connections that are protected weh IPsec a5 well a3 those am nat. ’
¢ Profie
5 " Allow the connection f it is secure b
el e This inchudas only connections that have been authenticated by using . Connections »
wil bo secured using the settings in IPsec propeties and ndes in the Connexction Securty
Rue node.
" Block the connedtion
Lesmmore shout actions
K3 -
| <ok [ Mee> | conce |
— — Y - / 304PM
1 & & [0
cod] & & 1§ [ 5 {PEG g

9. The Profile screen appears, make sure “Domain”, “Private” and
“public” should be selected and then click on "Next" button.

* New Inbound Rule Wizard ﬂmﬁ
=
= Vihen does tha nie —
8y @ FueType wply?
& & Protocol and Pods N
@ Action ¥ Dosmain N
+ Profle Apples when a dtots domain. 5
@ Name V¥ Private S
Apphes when a is d to & private o
¥ Public

Apples when a computer is connected 10 3 public network location.

] —
< Back B

- e | _ [frwe mm-
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Firewall rule Application

10. The Name screen appears. Enter a name and description for the
rule (like ICMP Echo). Click “Finish”. The rule will be added.

0 Mew Inbound Rule Wizard x
Name
Specify the name and description of this rule.
Steps:
@ Rule Type
& Program
@ Protocol and Ports
@ Scope |r'.l__ame:
ICMP - Echa
@ Action
& Profile _Dlescription {optional):
@ Name enabling Ping to this Windows PC|
< Back Cancel
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